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Introduction 

• DNS Packet 
Header  

- Protocol Header (Flags) 

Question Section 

- Query we send to the DNS server 

Answer Section: 

- Resource Records that answer the query  

(if available)  

Authority Section: 

- Resource Records pointing to authoritative  

servers (optional) 

Additional Section 
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Introduction 

• Vulnerabilities in DNS 
– DNS transmitted data is more prone to spoofing as 

it is mostly transported over UDP 
• Between master and slave (AXFR) 

• Between master and clients (AXFR)  

– Currently the DNS protocol does not have a way to 
validate information found in a query response 
• It is vulnerable to different poisoning techniques 

– Slaves servers do not have a way to authenticate 
the master servers. 



DNSSEC 

• DNSSEC will protect us from data corruption and 
spoofing 
– It provides a way to validate both the integrity and the 

authenticity of the records contained in a DNS zone 
• DNSKEY, RRSIG, NSEC 

– It provides a way to delegate trust in public keys (trust 
chain) 
• DS 

– It provides a way to authenticate zone transfers 
between masters and slaves servers 
• TSIG 



DNSSEC  

• DNSSEC is not a new protocol 

• It is a set of EXTENSIONS added to the well 
known DNS protocol 
– The new RRs are 

• DNSKEY: DNS Public Key 

• RRSIG: Resource Record Signature 

• DS: Delegation Signer 

• NSEC: Next Secure 

– New Flags 
• AD: Authenticated data 

• CD: Checking disabled 



DNSSEC 

• RRSets: Resource Record Sets 

– DNSSEC woks by signing RRSets and not individual 
RRs 

– A RRSet is a group of RRs that share characteristics 

• Class 

• Type  

• Name  

 



DNSSEC 

• Example: 

• Resource Record, a five value tuple:  

– www.example.com 86400 IN A 200.40.100.141 

 

• Name – www.example.com 

• Class – IN 

• Type – A 

• TTL – 86400 seconds 

• Value – 200.40.100.141 

http://www.example.com/
http://www.example.com/


DNSSEC  

• RRSet 

– example.com 

• www 86400 IN A 200.40.241.100 

• www 86400 IN A 200.40.241.101 

 

• Name, type and Class are the same in both 
RRs 

 

  



DNSSEC  

• Zone Signing 

– Public/Private keys are created for each zone 

• The Public Key is published in DNS using the DNSKEY 
record. It is also used to verify the signatures of the 
RRSets 

• The Private Key is used to sign the RRSets in the zone 

 

– A RRSet can have multiple signatures generated 
using different key-pairs 



DNSSEC  

• Trust Chain 

– DS “Delegation Signature” Record 

• DS records sign the keys in their child zones 

• Is a way to verify the DNSKEY, as it is signed when the parent 
zone is signed. 

• DS record contains a HASH of the DNSKEY record content 

• In parents zones DS Records are signed with the parent zone 
keys 

• The root of DNS is also signed. The DS Record for “(dot)” is 
obtained out-of-band and installed locally in each server. 









DNSSEC Application in LACNIC 

Reverse Zones 

• ZONES ADMINISTRATED BY LACNIC 

Direct Zones 

programafrida.com lacnic.net 

programafrida.net flip-6.net 

programafrida.org flip-6.org 

lacnog.net flip-6.com 

lacnog.com portalipv6.net 

lacnog.org proyectoamparo.net 

fridaprogram.com lacnic.net.uy 

fridaprogram.org lacnic.org.uy 

fridaprogram.net lacnic.uy 

lacnic.org certi6.com 

  177.in-addr.arpa   

  179.in-addr.arpa   

  181.in-addr.arpa   

  186.in-addr.arpa   

  187.in-addr.arpa   

  189.in-addr.arpa   

  190.in-addr.arpa   

  191.in-addr.arpa   

  200.in-addr.arpa   

  201.in-addr.arpa   

  2.1.1.0.0.2.ip6.arpa  

  3.1.1.0.0.2.ip6.arpa  

  0.8.2.ip6.arpa   



DNSSEC Application in LACNIC 

  nssignernssigner corre:
- CentOS 6
- bind 9.9.1 en modo 'inline 
signing'

hs1 firma las zonas y las sirve 
utilizando su propio bind

        ns2.lacnic.net

        ns.lacnic.net

El sistema de registro genera los 
archivos de zona no-firmados, de la 
misma manera que lo hace al día de 
hoy

ns y ns2 replican las 
zonas firmadas por AXFR

Sistema de Registro
de 

LACNIC
(lacnic.net)

nssigner *NO* aparece en el 
NS-set de las zonas reversas, 
por lo que no recibe consultas 

desde Internet

otros

secundarios

scp / rsync

otros secundarios 
copian las zonas 
(AXFR) desde ns 

y ns2



DNSSEC Application in LACNIC 

• Nssigner Server 
– Hidden Signer  

• Generates and stores all the criptographic keys. Configured with 
BIND 9.9.2 in “inline-signing” mode. It is not directly exposed to 
internet 

• Ns1.lacnic.net/ns2.lacnic.net 
– DNS servers administrated by LACNIC 

• Secondary servers 
– DNS servers NOT administrated by LACNIC, with replicated 

information from ns1 and ns2 

• Registry Service Server 
– LACNIC memebers specify their own DNS servers.  




