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Introduction

e DNS Packet

Header

- Protocol Header (Flags)

Question Section

- Query we send to the DNS server

Answer Section:

- Resource Records that answer the query
(if available)

Authority Section:

- Resource Records pointing to authoritative
servers (optional)

Additional Section
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Introduction

 Vulnerabilities in DNS

— DNS transmitted data is more prone to spoofing as
it is mostly transported over UDP

* Between master and slave (AXFR)
* Between master and clients (AXFR)
— Currently the DNS protocol does not have a way to
validate information found in a query response
* |tis vulnerable to different poisoning techniques

— Slaves servers do not have a way to authenticate
the master servers.
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DNSSEC

 DNSSEC will protect us from data corruption and
spoofing
— |t provides a way to validate both the integrity and the
authenticity of the records contained in a DNS zone
e DNSKEY, RRSIG, NSEC
— |t provides a way to delegate trust in public keys (trust
chain)
* DS
— It provides a way to authenticate zone transfers
between masters and slaves servers
« TSIG



DNSSEC

DNSSEC is not a new protocol

tis a set of EXTENSIONS added to the well
<nown DNS protocol

— The new RRs are
e DNSKEY: DNS Public Key
* RRSIG: Resource Record Signature
* DS: Delegation Signer
* NSEC: Next Secure

— New Flags
* AD: Authenticated data
* CD: Checking disabled
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DNSSEC

e RRSets: Resource Record Sets

— DNSSEC woks by signing RRSets and not individual
RRs

— A RRSet is a group of RRs that share characteristics
* Class
* Type
* Name



DNSSEC

* Example:

* Resource Record, a five value tuple:
— www.example.com 86400 IN A 200.40.100.141

* Name — www.example.com
* Class—IN

* Type—A

 TTL- 86400 seconds

* Value —200.40.100.141
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http://www.example.com/
http://www.example.com/

DNSSEC

* RRSet

— example.com
* www 86400 IN A 200.40.241.100
* www 86400 IN A 200.40.241.101

* Name, type and Class are the same in both
RRs
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DNSSEC

* /one Signing
— Public/Private keys are created for each zone

* The Public Key is published in DNS using the DNSKEY
record. It is also used to verify the signatures of the
RRSets

* The Private Key is used to sign the RRSets in the zone

— A RRSet can have multiple signatures generated
using different key-pairs
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DNSSEC

 Trust Chain

— DS “Delegation Signature” Record

* DS records sign the keys in their child zones

* |Is a way to verify the DNSKEY, as it is signed when the parent
zone is signed.

* DS record contains a HASH of the DNSKEY record content

* In parents zones DS Records are signed with the parent zone
keys

* The root of DNS is also signed. The DS Record for “(dot)” is
obtained out-of-band and installed locally in each server.
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puanéjuan-VirtualBox:~5 dlg +dnssec www.lacnic.net

; <<>> DiG 9.8.1-P1 <<>> +dnssec www.lacnic.net

;7 global options: +cmd

;7 GoTL answer:

;7 —>>HERDER<<- opcode: QUERY, status: NOERROR, id: 58843
;s flags: gr aa rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: §,
ADDITIONAL: 19

; + ANSWER SECTION:

www. lacnic.net. 60 IN iy 200.3.14.147

www.lacnic.net. 60 N @@ 3 60 l"
130411142935>3690 lacnic.net. [GxGgBVErgSrpyv4

+R0 XCO0U1tQn8ep+ZWNEYFCMRbALARROWIEe

vECAVIugcTgmISaDhLIQglkk81GLEK1Z2EgqxeK18XnVMueMCQIcJdgGLS
yOBT I jkugEVEmgVr3bZoufaOVdksPIG3sda+8L1aVEOLSY6RExHOx+YLd Rﬁgqi
dyzyAYVZAQ15rVxJ/MQz/VJIUdzYrK/O0trZKf4AQLCsVOuqgV97DrXc7Ho
L5PCINz31Ps+ZFéghr8AawazhUFsiuSdJuJB+W82shBWx/cKavwoQvmY \\\
i5HqQW1lroHrV/jsxPDt5Xv]/rG/9%9ajZ23is9shgCJIJbWhP0222arHIJTKhPP gyfe6e3Q==

www.lacnic.net. 60 IN RRSIGA 68 3 60 20130511152306
20130411142935 25014 lacnic.net.

L6 JMelnFMhhifegdfZ2QZBXoCZ48TtkFSBTncOxAy8wYoYt+heAUHKBd1E
NERDXox1E6tuZ2vY12zMYK]JGFONCO9BEnXTLX1pmchMeMPNnmd2adgguan
0lsaQliDTrtBrzmrogwkxzumd4PS7LGot+cIaCVoyneNWENuZH] 2xP5Ue RRSIG 2
BR2bGWsyOm3/IdmbPvYciV42ApntWgX1YJo+TxgomPQ/ig2xKeNRMUYY
0D 7By 58p0kMcvs24TOI8kDgOWH/r1C1X97Yp5SHsXIASSoteUrKaxrjJeT
xh5T66CET7sYOgSSO01lYOWEaYvowVED426rPktZ22P4+0WMIADMZzXSVDTWy Tmldmw==




(r AUTHORITY SECTION.:

lacnic.net. (200 IN NS NSZ.lacnic.net.

lacn}c.net. 7200 1IN NS NS2.DNS?BR. authoritative
lacnic.net. 7200 1IN NS ns.lacnic.net.uy. Seners
lacnic.net. 7200 1IN NS SEC3.APNIC.net.

lacnic.net. 7200 1IN NS NS.lacnic.net.

lacnic.net. 7200 TN NS TTINNTE.ARTN.net..

lacnic.net 7200 1IN RRSIGNS & 2 7200 20130511150956

20130411144709 3690 lacnic.net. |G5LOS2GN3/G2rl1VTY9GJjNgNu4/aLfsSD0O

+twgTuuFYKOEuYmmqoZzXPRM
+SYK+TTv5eg2hmceJISGviLli8xajtc8L7uSMgs6GFrCtbAoQSvYuh9Y /+ RRSIG 1
IFwt fEmRbAHBKhEXFt fkbOMV+eRAg+T5vN2CzCECBBrKhLDxDvJ3+CZgS
QgdgDEft6iiMy3Yk4VVZEgA2VYONEIMRTNEF/aAKYZPSNJ19caS/ TxAxX7Z
ottud4PEADEJUQTIWJICS1QgJIZNeTT7IJZ+%arQ6ea6jPRLY92BHb7eJKuD 1GJVcl5+
0Gs+9cWDL3JANaSAgz kSCIXdnV/gheTF3fth+YOp+owpfT45 NWZ24cg==

lacnic.net. 7200 1IN RRSIGNS 8 2 7200 20130511150959
20130411144709 25014 lacnic.net.

1l WRRWS5MGThBbELfkGSmV7QqTvbcV1IZ2gOHTIapDouYhEe+c4EsFpvipw/n
OBJofM1hkcv400SI1TNOkvn5G5/Jb/SENUpZTgjlVIttlFaQdiaBfTIZ RRSIG 2
6X0585zLUaAToMYvOoCZc9k1d/570wjjCIQtGkoVe83f1wkwBIXc9hep
1R1Y3/gFgxhabByc8geWoN59ge40iK/fRUZ3rc2way9ibgkPbLCZDD72
CAd50dwnXkP2dZ2 ] 1AulEUz+wOY8PTA+pgRs9Z21gANDPMUruKhbxM422Kg3
JwhNMHryml 4UJDPKS5vVvuS2HS5Cc)FQG/sl1jzfl6e3vxPGtlw+fGHbuaM9HSZ cnXzgh==
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DNSViz

A DNS visualization tool

Go to domain name.

lacnic.net
Updated: 2013-04-12 19:26:08 UTC (25 minutes ago) Update now

[ DNS‘;SEC ] [ Responses | [ Servers | [ Analyze |

— DNSSEC options (show)

= Previgus analysis | Next analysis »

W Tweet

MNotices
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DNSSEC Authentication

Download: pna | sva
RRset status

C )

DNSKEY /DS /NSEC
status
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Delegation status

DNSKEY legend
Full legend

; . Published only

Q SEP bit set
O Revoke bit set
@Trust anchor

See also
DMNSSEC Debugger by Verisign Labs.
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DNSSEC Application in LACNIC

* ZONES ADMINISTRATED BY LACNIC

Reverse Zones Direct Zones
177.in-addr.arpa programafrida.com lacnic.net
179.in-addr.

in-adcr.arpa programafrida.net flip-6.net
181.in-addr.arpa
186.in-addr.arpa programafrida.org flip-6.0rg
187.in-addr.arpa lacnog.net flip-6.com
189.in-addr.arpa lacnog.com portalipv6.net
190.in-addr.arpa

lacnog.org proyectoamparo.net

191.in-addr.arpa
200.in-addr.arpa fridaprogram.com lacnic.net.uy

20 Re e Galpe fridaprogram.org lacnic.org.uy
2.1.1.0.0.2.ip6.arpa A . e
3.1.1.0.0.2.ip6.arpa ridaprogram.ne acnic.uy
0.8.2.ip6.arpa lacnic.org certi6.com




DNSSEC Application in LACNIC

ns.lacnic.net

7

nssigner corre:

- CentOS 6

- bind 9.9.1 en modo 'inline
signing’ ns2.lacnic.net
hs1 firma las zonas y las sirve
utilizando su propio bind

otros
secundarios

| scp / rsync

El sistema de registro genera los
archivos de zona no-firmados, de la
misma manera que lo hace al dia de
hoy

Sistema de Registro
de
LACNIC
(lacnic.net)
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DNSSEC Application in LACNIC

Nssigner Server
— Hidden Signer

e Generates and stores all the criptographic keys. Configured with
BIND 9.9.2 in “inline-signing” mode. It is not directly exposed to
internet

Nsl.lacnic.net/ns2.lacnic.net
— DNS servers administrated by LACNIC

Secondary servers

— DNS servers NOT administrated by LACNIC, with replicated
information from ns1 and ns2

Registry Service Server
— LACNIC memebers specify their own DNS servers.
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