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“An Open, Globally-Connected, Trustworthy, and Secure Internet for Everyone”

Why does Internet Society care?
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Why an IoT Security Campaign?
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The number of IoT devices and systems

connected to the Internet will be more than

2.5x the global population
by 2020 (Gartner). 



New devices, new vulnerabilities 

• Device Cost/Size/Functionality

• Volume of identical devices (homogeneity)

• Long service life (often extending far 

beyond supported lifetime)

• No or limited upgradability or patching

• Physical security vulnerabilities 

• Access

• Limited user interfaces (UI)

• Limited visibility into, or control over,  

internal workings

• Embedded devices

• Unintended uses

• BYOIoT
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The attributes of many IoT devices present new and unique security challenges compared to 
traditional computing systems. 



Used with permission. http://www.geekculture.com/joyoftech/joyarchives/2340.html

As more and more 
devices are connected, 
privacy and security 
risks increase.

http://www.geekculture.com/joyoftech/joyarchives/2340.html


Key Challenge: IoT Ecosystem
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Three Dimensions: 

• Combination of devices, apps, platforms & 

services

• Data flows, touch points 

& disclosures

• Lack of defined standards

Impacts on Sustainability Issues:

• Lifecycle supportability 

• Data retention / ownership



There are two ways to view IoT Security

Outward Security

Focus on potential harms that compromised 

devices and systems can inflict on the 

Internet and other users

Inward Security

Focus on potential harms to the health, 

safety, and privacy of device users and 

their property stemming from 

compromised IoT devices and systems
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Who is responsible?
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Developers and users of IoT 

devices and systems have a 

collective obligation to ensure 

they do not expose others and 

the Internet itself to potential 

harm

To scale up we need a collective 

approach, addressing security 

challenges on all fronts.



• Measureable principles vs. standards 

development 

• Consumer grade devices (home, office and 

wearables)

• Address known vulnerabilities and IoT threats

• Actionable and vendor neutral

Online Trust Alliance IoT Security & Privacy Trust Framework
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https://otalliance.org/iot/

https://otalliance.org/iot/


Online Trust Alliance IoT Security Resources
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ISOC “IoT Trust by Design” Campaign
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Work with manufacturers 

and suppliers to adopt and 

implement the OTA IoT 

Trust Framework
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Mobilize consumers to 

drive demand for security 

and privacy capabilities as a 

market differentiator

3

Encourage policy and 

regulations to push for 

better security and privacy 

features in IoT
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Why a MANRS Campaign?
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The challenges we face

Routing Incidents are Increasing! 

Routing Incidents Cause Real World Problems!
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MANRS improves the security and reliability of 

the global Internet routing system, based on 

collaboration among participants and shared 

responsibility for the Internet infrastructure. 
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Everyone Benefits
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Joining MANRS means joining a community of security-minded network operators committed to making 

the global routing infrastructure more robust and secure. 

Consistent MANRS adoption yields steady improvement, but we need more networks to implement the 

actions and more customers to demand routing security best practices.

The more network operators apply MANRS actions, the fewer incidents there will be, and the less 

damage they can do.



Why join MANRS?

Improve your security posture and reduce the 

number and impact of routing incidents 

Join a community of security-minded operators 

working together to make the Internet better

Use MANRS as a competitive differentiator 
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Join Us
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Visit https://www.manrs.org

Fill out the sign up form with as much detail as possible.

We may ask questions and run tests

Get Involved in the Community

Members support the initiative and implement the 

actions in their own networks

Members maintain and improve the document and 

promote MANRS objectives

https://www.manrs.org/


Visit us at
www.internetsociety.org
Follow us
@internetsociety

Galerie Jean-Malbuisson 15, 
CH-1204 Geneva, 
Switzerland.
+41 22 807 1444

1775 Wiehle Avenue, 
Suite 201, Reston, VA 
20190-5108 USA. 
+1 703 439 2120

Thank you.

Shernon Osepa

Manager Regional Affairs Latin America & the Caribbean

osepa@isoc.org
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