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Many threat actors are abusing the panic 

and discomfort of the COVID-19 pandemic 

to conduct special crafted malware and 
phishing attacks worldwide



THREATS OBSERVED:

• Phishing, using the subject of 

coronavirus or COVID-19 as a lure

• Malware distribution, using 

coronavirus- or COVID-19- themed 

lures,

• Registration of new domain 

names containing wording related 

to coronavirus or COVID-19

• Attacks against newly deployed 

remote access and teleworking 

infrastructure



1 HackTool.Win32.KMSAuto.gen 16.3%

2 DangerousObject.Multi.Generic 15.17%

3 HackTool.Win32.KMSAuto.ew 4.27%

4 HackTool.MSIL.HackKMS.a 3.92%

5 HackTool.Win32.KMSAuto.c 3.72%

6 HackTool.MSIL.KMSAuto.dh 2.53%

7 HackTool.MSIL.KMSAuto.di 2.03%

8 HackTool.MSIL.HackKMS.d 1.83%

9 HackTool.MSIL.HackKMS.h 1.72%

10 HackTool.Win32.HackKMS.j 1.69%

Kaspersky Real-Time Threat Map

https://cybermap.kaspersky.com/

TOP INFECTIONS IN THE LAST WEEK
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